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Password Reliance

According to EMA primary research, passwords continue to be employed as the dominant method of
authentication for accessing business IT resources, including applications, data, and other IT services.
Building on a legacy that dates back to the early days of computing, passwords are ubiquitous across all
types and sizes of organizations and are a key instrument for empowering workforces with responsible
access to the information and resources they need to drive business success. Today, there is a wide-
variety of alternative types of authenticators available. However, these are principally adopted to
supplement, rather than completely replace, password-based access controls. Even though technologies,
such as single sign-on (SSO) and password vaulting, have been broadly adopted to simplify
authentication processes, they are still reliant on basic passwords as the principle method of identifying
users.

Passwords —80% \

Personal identification numbers (PINs) 56%
PC device authentication 56%
Mobile device authentication
Hardware tokens/security keys
One-time passwords (OTP)
Certificates

Software tokens

Thumbprint

Facial recognition

Behavioral biometrics

Voice print

Retinal scan
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Percentage of EMA survey respondents indicating types of authenticators commonly used in their
organization to enable access to business devices, applications, and data
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https://www.enterprisemanagement.com/research/asset.php/3877/Contextual-Awareness:-Advancing-Identity-and-Access-Management-to-the-Next-Level-of-Security-Effectiveness

The Weakest Link in Enterprise Security

More than 60% of organizations experience a
security breach each year, according to EMA
research results. Roughly one quarter of
survey respondents indicated that a password
in their organization had been compromised in
the preceding 12 months.

User password compomised 24%

Virus infection 23%
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User shared credentials with

0,
unauthorized peer 16%

Successful phishing attack 15%

Reported incidents of password violations only
represent breach incidents that have actually
been detected. The high rate of other security
infractions strongly suggests a much higher
rate of undetected password failures resulting
in  business-impacting attacks, including
malware infections, unauthorized data access,
and a misuse of IT investments. In order to
truly enable security effectiveness,
organizations must introduce solutions that
protect against both known and unknown
attack vectors.
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User abused existing access privileges

0,
to perform unauthorized tasks 12%

User credentials (other than passwords)

. 11%
compromised
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User shared business data with

0,
unauthorized recipients 10%

Traditional methods of password management
are the weakest link in enterprise security
because they fail to ensure credentials
currently in use have not been compromised.

Ransomeware infection 9%
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User password posted on the dark web 7%
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Percentage of survey respondents indicating security breaches
that have occurred in their organization in the preceding year
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EMA research results

The Consequences of Security Breaches

Employee reprimanded, but not terminated 29.5% EMA survey results confirm that 90% of

organizations that have experienced a
security breach suffered significant
13.0% business consequences as a result.

Employee termination 17.5%

Failure to meet regulatory compliance

Loss of revenue 12.5%

Breach incidents resulting in severe
business consequences (including
“failure to meet regulatory compliance,”
11.0% “loss of revenue,” “loss of customers,”
and “damage to company reputations”
were collectively reported by 31% of
survey respondents. This indicates a
one in three chance of severe financial
10.0% impacts to the business when a breach
oCcurs that could have dire
ramifications for business performance
and continuance.

Loss of customers 12.5%
Unexpected remediation costs
Enterprise server failures/downtime 11.0%

Unexpected endpoint device failures 10.5%

Drop in user satisfaction or productivity

Damage to company reputation 8.0%

Fines 7.5%

Challenges obtaining adequate cybersecurity 75% The most common cause of security
insurance P

Lawsuits |1o¢y breaches is the inability to enforce

' proper password management

Audit triggered |o,5% practices. In fact, EMA has determined

that more than 90% of organizations

None — violation occurred, but unknown or
no consequences

10.0% experience significant password policy
violations each year.

0% 10% 20% 30%

Percentage of survey respondents indicating security breaches
that have occurred in their organization in the preceding year
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Password Policy Violations

Password policy violations most frequently occur when users bypass established policies
in order to access business IT services more quickly with little regard to enterprise
security. Weak password enforcement controls expose organizations to a whole host of
opportunities for exploitation by nefarious actors.

The same password cannot be used for multiple accounts 39.06%

Passwords must not be physically written down 34.70%

Previous passwords cannot be used during password resets 30.53%

Password must meet strength requirements 29.95%

Passwords must be reset periodically 28.52%

| Accounts and passwords must not be shared between multiple users 26.23%

25.62%

Passwords must not be distributed in open communications

0% 5% 10% 15% 20% 25% 30% 35% 40%  45%

Brute force attacks can be used to systematically identify password strings, keystroke
logging can capture the moment when users enter their passwords, and phishing
schemes can trick users into sharing their passwords.
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Password Reuse is the Greatest Challenge

The use of identical passwords to support
multiple accounts is the password policy
violation most frequently experienced by
organizations. It's an unfortunate fact that
human brains are not proficient at
memorizing multiple, constantly-changing,
and complex strings of characters. People
often compensate for this deficiency by
Utilizing the same ore similar passwords for
multiple accounts.

Password reuse is particularly difficult because
it is impossible to prevent using traditional
password management processes. Even the most
stringently secure environment can only enforce
unique passwords on the IT services and system that
are part of their support stacks. Passwords created for
non-business-related services—such as a user's social
media or public email accounts—are not protected by
enterprise password management systems. When these
public resources are breached, captured passwords are sold
and distributed across the dark web, which can then be used to
attack business resources that support common users.

© 2020 Enterprise Management Associates, Inc.
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Traditional Password Practices Are Not Secure

Public email
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Traditional password security approaches rely on
algorithmic complexity, requiring a mixture of
characters in the password string (e.g., uppercase
letters, lowercase letters, numbers, and symbols)
and enforcing periodic password changes. However,
complex strings of characters that are frequently
changed are very difficult for users to memorize and
recall.

To make passwords easier to remember, users
typically generate passwords that are easy to crack.
Users often employ common words and predictably
replace letters with numbers or symbols in order to
meet minimum password strength requirements (for
example “PasswOrd!”). Cracking tools utilized by
hackers quickly and easily check for obvious
character substitutions across a library of common
words and known passwords that have been
exposed in past data breaches.

It is also often common for users to employ a
common root word for multiple passwords. The root
word is appended with additional characters to make
it appear slightly different in multiple accounts or
during password resets. While this approach meets
commonly adopted requirements for password
uniqueness, they are easily broken by today’s more

sophisticated attack methods.
PEMA
'EMA




NIST Password Guidelines

Digital Identity Guidelines published by the National Institute of Standards and Technology (NIST)
recommend eliminating requirements for algorithmic complexity and periodic password changes.
Instead, NIST recommends systematic credential verification checks to ensure passwords have not
been compromised or are easy to guess.

Section 5.1.1.2: Memorized Secret Verifiers

When processing requests to establish and change
memorized secrets, verifiers SHALL compare the
prospective secrets against a list that contains
values known to Dbe commonly-used, expected, or
compromised. For example, the list MAY include, but is
not limited to:

* Passwords obtained from previous breach corpuses.
* Dictionary words.

* Repetitive or sequential characters (e.g., - S
‘aaaaaa’, ‘1234abcd’). \ §§§x

* Context-specific words, such as the name of the ra -
service, the username, and derivatives thereof. ,(‘{/

Additionally, NIST recommends users only be required to reset passwords
in the event that credentials have been detected as compromised.
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Establishing Password Trust

The key to establishing effective passwords is enabling the real-time detection of unsecure credentials.
When a user initially selects a password string, it should be evaluated to ensure it does not appear

in common cracking dictionaries or otherwise includes common root words and predictable character
substitutions. The use of “fuzzy password matching” will most effectively identify passwords that

may be similar to previously used or compromised credentials.

Dark web websites that publish and sell captured credentials must be frequently and
continuously monitored to rapidly identify any compromised passwords currently in
use or prevent them from being created. Upon detection of a compromised
credential, alerts should be sent to IT managers and breached user

accounts should be disabled until they can be reset to a

trusted password. In this way, users are only

required to reset passwords when

a breach has been

detected.

PASSWORD: -

G ALERT:
PASSWORD INSECURE
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Selecting a Password Management Platform

According to EMA survey respondents who are responsible for purchasing identity and access management
solutions, the most important platform feature today is the ability to perform credential screening. In total,
90% of respondents indicated related capabilities are very or critically important to their business

operations.
Password or credential screening 3.53
Meet compliance requirements 3.52
Enable two-factor authentication 3.50

Better align identity and access management with business processes [T 349
Continuous risk assessment | R .47
Improve end-user productivity (time and effort) [T 3.0
Enable step-up multifactor authentication [ 301
Improve end-user experience/satisfaction [ 336
Adapt authentication to changing user requirements [ 335
Reduce administration costs and time [, 333
Consolidate identity and access process across hybrid IT ecosystems [ s 3.9
Simplify management efforts [, o.2s
Enable faster/more frequent audits [ 325
Enable passwordless authentication [ e 3.24
Meet “zero trust” initiatives | R, 3.19
Unify identity and access management across siloed organizations [ 318

Not at all Somewhat Very Critically
Important Important Important Important
(1) (2) (3) 4)

Average responses of surveyed IAM purchasers indicating level of
importance of specific features and capabilities
Unfortunately, most password management solutions on the market today lack the ability to effectively
identify compromised passwords. For instance, while many organizations have adopted Microsoft Azure
Active Directory to manage passwords, the solution was never designed to natively detect if passwords
have been posted on the dark web and, instead, relies on a password validation algorithm and a vendor-
maintained list of banned passwords.
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Effective Password Protection with Enzoic

Enzoic for Active Directory was purpose-
built to provide continuous credential
protection by enforcing policies that ensure
real-time blocking of unsafe credentials.
The platform is installed as a plug-in to
Microsoft Active Directory on each domain
controller, either manually or via group
policies (GPOs).

Passwords are checked for vulnerabilities at
the time they are created and every day
after to determine whether they have been
compromised. Enzoic’s database of
compromised passwords is updated several
times each day to ensure every password is
continuously assessed against the most
current security information and dark web
posting.

Enzoic for Active Directory

E N Z I C for Active Directory

WELCOME TO ENZOIC FOR ACTIVE DIRECTORY
Dashboard

v2.6.85.0

28% Monitoring A Compromised NIST 800-63b
-, e Passwords ¥ Compliance

Monitoring is ENABLED 1 usahas a compromised You ARE NIST Compliant

Password checks enforced for all users in
passwordping-20122Jocal MIKE

Product Key is PRESENT

Product Key is VALID

Enzoic for Active Directory meets all the password
requirements established in NIST’s Digital Identity Guidelines.
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Key Conclusions

Traditional methods of password
management reliant on algorithmic
complexity are no longer sustainable.

An inability to ensure passwords have
not been compromised is a primary
cause of security breach events and may
result in significant impacts to business
performance.

Addressing modern challenges to
credential security requires the
adoption on solutions that accurately

and

effectiveness of passwords.

continuously  evaluate the

EMA recommends all organizations
reliant of password-based access
controls adopt a responsible password
evaluation solution, such as Enzoic for
Active Directory, to establish confidence
in the security of their IT environments.
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About Enzoic

ENZ@|C

Enzoic is a cybersecurity company committed to protecting accounts in Active Directory
through compromised password detection. Organizations use the Enzoic for Active
Directory tool to automate password policy enforcement & to comply with NIST
password guidelines. The plugin also includes continuous exposed password
monitoring, which detects if a password is compromised when it is created and on a

daily basis thereafter.

For more information on Enzoic for Active Directory and
optimal solutions for password protection, go to:

www.enzoic.com/active-directory
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About Enterprise Management Associates, Inc.

Founded in 1996, Enterprise Management Associates (EMA) is a leading industry analyst firm that provides deep insight across the full spectrum of IT and data management technologies.
EMA analysts leverage a unique combination of practical experience, insight into industry best practices, and in-depth knowledge of current and planned vendor solutions to help EMA’s
clients achieve their goals. Learn more about EMA research, analysis, and consulting services for enterprise line of business users, I'T professionals and I'T vendors at
www.enterprisemanagement.com or blogs.enterprisemanagement.com. You can also follow EMA on Twitter, Facebook or LinkedIn.
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